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Introduction

Raccoonline is a decentralized VPN (“DeVPN/DFS”) service with a decentralized
file storage system, providing anonymous and secure data storage and Internet
connection. Based on the principles of decentralized distribution and end-to-end
encryption of traffic within the decentralized VPN network, which ensures a high
level of data protection and user privacy.

Global VPN Market: Size and Growth

Analysts report that the global VPN market
has been expanding rapidly. One forecast

values the market at about USS$50.9 billion in o
2023, rising to roughly USS137.7 billion by -
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with ~17.7% CAGR to 2030. These sources

differ in scope, but all indicate strong growth.

The market is driven by widespread adoption (an estimated 30—40% of Internet users use VPNSs),
remote/hybrid work, streaming/gaming needs, and rising privacy/anti-censorship demand.
Emerging markets and corporate security needs are key growth factors, and regions like Asia-

Pacific (especially China) are forecasted to grow fastest.

=

» Key Drivers: Remote work and cloud migration (security for distributed teams), strict data/
privacy regulations (GDPR and equivalents), and growing online surveillance or censorship in
various countries. Increased cyberattacks and e-commerce growth also spur VPN usage.

» Market Segments: Both consumer and enterprise VPN services are expanding. New trends

include secure mobile VPNs and multi-protocol VPNs. Notably, state actions (e.g. China's
crackdown) have paradoxically raised awareness and demand for VPN solutions.
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Decentralized VPN (dVPN) Adoption Trends

Decentralized VPNs are an emerging segment within the broader VPN market. Their users tend
to be privacy-conscious and tech-savvy individuals, as well as communities under strict
censorship. Empirical data show the largest dVPN user bases (measured by traffic sessions)
are in the US, Iran, UAE, India, and UK. This mix includes both open societies (users wary of
surveillance) and restricted ones (users needing censorship circumvention). Early adopters
often come from the cryptocurrency and digital-rights communities, attracted by peer-to-peer
architectures and pay-as-you-go models.

Markets with accelerating censorship (e.g. parts of the Middle East, Southeast Asia) are seeing
faster dVPN uptake, driven by demand for uncensored access. In general, decentralized
services remain niche compared to centralized VPNSs, but interest is growing: for example,
some projects report tens of thousands of hodes worldwide.

» User Demographics: High percentages of activists, journalists, diaspora, and privacy
enthusiasts rely on dVPNs to protect anonymity and bypass content blocks. Enterprise or
corporate users have been slower to adopt dVPNs, but decentralized models may appeal to
organizations seeking censorship-resilient connectivity.

 Regional Trends: Adoption is strongest in countries with internet restrictions (e.g. Iran, UAE)
and among global privacy advocates. The U.S., UK, and other Western markets also
contribute sizable user traffic. Growth hotspots include Asia-Pacific and the Middle East,
where both regulatory pressures and crypto interest converge.

Projects such as Mysterium, Orchid, Sentinel, Deeper Network and others now provide
blockchain-based, peer-to-peer VPN services. These platforms typically offer token-based
incentives to node operators and emphasize censorship resistance. Regulatory environments
vary: for instance, China permits only state-approved VPNs (making many popular VPN services
technically illegal), which has spurred interest in uncensorable, peer-run alternatives.
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Comparative Analysis of dVPN Platforms

Architecture and Network:

» Sentinel (SENT) is built on a Cosmos-based blockchain framework. It provides an open
infrastructure (Sentinel Service Chain) where independent dVPN applications interoperate.
Sentinel uses a public node directory and leverages IBC/Handshake technologies (e.g.
Handshake DNS, IPFS storage, Akash compute) to support a decentralized VPN layer. Node
operators (validators or bandwidth providers) participate on the Cosmos Hub and utilize the
SNT token for staking and payments.

« Mysterium (MYST) operates a permissionless peer-to-peer VPN marketplace built on
Ethereum/Polygon. Its exit-node network spans tens of thousands of residences worldwide,
and its VPN client supports standard protocols (WireGuard, OpenVPN) for Tor-like
tamper-proof encryption. Developers can run nodes on common platforms (Docker,
Raspberry Pi, etc.). Mysterium’s infrastructure is entirely open source, with APIs that connect
Web2/Web3 applications to the network.

* Orchid (OXT) uses an Ethereum-based model with a decentralized node directory and
probabilistic nanopayments. Orchid clients construct multi-hop “onion” tunnels to relay
traffic through random providers. Bandwidth providers stake OXT tokens in an on-chain
registry so that they receive client traffic in proportion to their stake. Orchid’s node directory
is public on Ethereum, allowing any node to advertise service (but also making it susceptible
to censorship). Orchid’'s design emphasizes pay-as-you-go micro-transactions and
nanopayment channels instead of fixed subscriptions.

» RaccoonLine (ROCC) similarly uses a decentralized mesh of user-operated nodes and
blockchain-based accounting. Each user session tunnels through dynamically chosen
output nodes, with exit nodes rotating every session to thwart anti-VPN filters. A built-in DAG
(decentralized Acyclic Graph) ledger records each node’s bandwidth contribution and uses
the ROCC token to reward participants. Unique to RaccoonLine are its optional DeVPN
routers — dedicated hardware devices that act as secure home gateways and NAS
(network-attached storage) connected to its decentralized file system. This provides
integrated file storage alongside hardware/software VPN service.

In summary, RaccoonLine architecture combines features of P2P VPNs, faster, DAG-based

ledger solutions and decentralized file storage, while other dVPNs (Sentinel/Mysterium/Orchid)
focus primarily on bandwidth routing and rely on external solutions for storage.
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Comparative Analysis of dVPN Platforms

Performance and Scalability:

 Sentinel: Built on the high-performance Cosmos SDK, Sentinel’s blockchain can handle fast
transaction throughput for payments and proofs of service. Its network is designed for scale
through IBC interoperability (e.g. integrating Akash compute). However, Sentinel’s
user-facing dVPN throughput depends on independent apps (SentinelHub, SentinalsApps)
rather than a built-in network size metric.

 Mysterium: With over 22,000 active nodes globally (as advertised), Mysterium has one of
the largest dVPN networks. It uses high-speed VPN protocols (WireGuard/OpenVPN) to
achieve Tor-comparable latency with higher throughput. By being permissionless, Mysterium
can scale horizontally as anyone can spin up a new node. Monthly traffic throughput (~1 PB)
and daily sessions (~67,000) have been reported. Scalability is aided by running nodes on
lightweight hardware (Raspberry Pi, DAppNode, etc.); however, bandwidth depends on node
availability and staking incentives.

» Orchid: Orchid’s scalability relies on its nanopayment channels. The original Orchid
whitepaper notes that the system could serve “a few million users” on today’s Ethereum and
expects to scale to billions with chain sharding. In practice, Orchid’s throughput is
constrained by the need for frequent microtransactions. On the positive side, Orchid’s
decentralized router selection (shuffle based on stake) enables load distribution; but it can
suffer higher latency due to payment channel setup.

» RaccoonLine: RaccoonLine adds a “Network Performance Prioritization” algorithm that
assesses adjacent nodes’ throughput to optimize routing. For example, nodes transmitting
>T1 TB recently and close to high-priority neighbors get prioritized for new sessions.
RaccoonLine also offers a “Wandering Flow” mode (traveling data stream) that randomizes
the entire route on each access, enhancing anonymity without reliance on static nodes.
These dynamic routing features aim to improve speed and resilience. Scalability for
RaccoonLine will grow with the user base: as more participants run nodes (including via the
dedicated routers), capacity increases. By being permissionless (similar to Mysterium),
RaccoonLine can scale horizontally as anyone can host a new node on wide variety of
devices. Unlike Orchid’s limitations on Ethereum, RaccoonLine’s use of an ExtraChain DAG
Ledger (for the ROCC token) avoids per-transaction bottlenecks for payments.
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Comparative Analysis of dVPN Platforms

Privacy and Security

 Sentinel: Emphasizes provable privacy. Its framework ensures provable end-to-end
encryption between user and exit node and provides a proof of bandwidth mechanism so
nodes must cryptographically prove they forwarded data. Sentinel also highlights “proof of
no-logs” (transparency via open-source code) and truly distributed exit/relay nodes.
Governance of Sentinel (via Cosmos validators) helps mitigate malicious relays.

» Mysterium: Implements Tor-like anonymity by default. Its network is “tamper-proof,
anonymous and encrypted like Tor". Users’ traffic is encrypted using robust VPN protocols
(WireGuard/OpenVPN) end-to-end. Mysterium's use of residential IPs (millions of nodes
across 135+ countries) provides untraceable geoshifting. There is no central log server:
node operators cannot see complete user traffic. Mysterium’s security is further reinforced
by staking and “Delegation Pool” (Tokenomics 2.0) which incentivizes honest nodes.

* Orchid: Focuses on anonymity and censorship resistance. It uses probabilistic onion
routing: each packet is forwarded through a chain of Orchid nodes, with each hop paid via
chained nanopayments. Users can change providers at any time (no centralized directory
enforcement). Orchid does not log user activity, and since payments are made in
cryptocurrency, there are no ISP-recognizable subscriptions. However, Orchid’s public node
registry on Ethereum does expose all node IP addresses, which could be blocked by
censoring adversaries. Orchid also offers optional VPN obfuscation (stealth nodes) to
counter DPI.

» RaccoonlLine: Provides strong, modern encryption and anonymity features. The protocol
uses end-to-end encryption with elliptic-curve cryptography and per-session keys, ensuring
that even intermediate nodes cannot decrypt traffic. RaccoonLine's “Wandering Flow” mode
(randomized multi-hop each session) further obfuscates user paths and thwarts
flow-correlation attacks. All traffic is tunneled through the peer network (no central proxy),
and no logs of user activity are retained on any node. It uses ExtraChain’s decentralized file
storage (“ExDFS") also stores user files anonymously across the network, reducing risk of
centralized data leaks. In short, RaccoonLine matches or exceeds the privacy guarantees of
its peers by combining strong cryptography with dynamic routing.
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Comparative Analysis of dVPN Platforms

Decentralization and Governance:

» Sentinel: Runs on a public Cosmos chain, so its consensus and operations are decentralized
across validator nodes. Its ecosystem is community-governed via on-chain proposals
(Cosmos Hub/Governance) and has a “Sentinel Growth DAO” for ecosystem development.
The network’s ownership of exit nodes is widely distributed, aligning with Sentinel’s vision of
no single controlling entity.

» Mysterium: Completely permissionless and community-run. Anyone can spin up a node and
start earning with MYST. There is no centralized authority; security comes from its
cryptographic incentives. Mysterium’s tokenomics (staking/delegation) parallels a
governance mechanism: stakers can vote on network upgrades and parameter changes.
The project itself (Necto Labs) encourages open collaboration and funding via grants, but
day-to-day network operation is community-driven.

» Orchid: Decentralized in design but with an informal governance. Orchid’s routing and
payments are fully peer-to-peer, and token staking is the primary economic control. There is
no on-chain DAO; decisions have historically been led by the Orchid Foundation. Because
Orchid’s smart contracts (payment accounts, staking registry) are public, the system resists
centralized control. However, Orchid’s network relies on Ethereum’s ecosystem for any
governance signals (e.g. OXT holders can theoretically vote on upgrades through separate
forums).

» RaccoonlLine: Encourages users to launch and maintain their own nodes in fully
decentralized model. The ROCC token is used purely as a reward mechanism and
community involvement is encouraged (e.g. bug bounties, open beta testing). RaccoonLine
network of exit and relay nodes is permissionless (any contributor can join and earn), and no
central party routes user traffic. One distinction is RaccoonLine’s subscription model: unlike
Orchid’s pure pay-per-packet, RaccoonLine requires a subscription for full network access.
This hybrid model unites decentralization and regular subscription as more classic
approach to monetization, but day-to-day operation remains distributed. Overall,
RaccoonLine’s decentralization (independent nodes, no single point of failure) is
comparable to peers, with added reward transparency via its ExtraChain DAG ledger.
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Comparative Analysis of dVPN Platforms

Tokenomics and Incentives:

» Sentinel: The SNT token is used for payments and staking. Users pay SNT to dVPN node
operators for bandwidth, and operators stake SNT to signal trustworthiness. Sentinel also
proposed “network mining” rewards for nodes proving uptime/bandwidth, though its current
utility is centered on access to Sentinel dVPN apps.

» Mysterium: MYST is the native utility token. Clients pay node operators in MYST for VPN
data. Node runners and even token holders can earn by staking: Mysterium's Delegation
Pool lets operators and ordinary holders stake MYST to earn additional rewards. This dual-
earn approach incentivizes both providing bandwidth and long-term holding. Mysterium’s
updated tokenomics (v2.0) further cements staking as the main distribution of rewards.

* Orchid: OXT is an ERC-20 token used for micropayments and staking. Users must deposit
OXT into a payment account to use Orchid; the token balance is then consumed per hop.
Bandwidth providers lock up OXT as stake in a registry (stakes are time-locked) and receive
traffic in proportion to their stake. This stake-weighted model secures the network: to
dominate Orchid traffic, an attacker would need to acquire and stake a majority of OXT.
Orchid thus ties economic incentive (earning via bandwidth) directly to tokenomics, without
any recurring fees or subscriptions.

» RaccoonlLine: RaccoonLine’s tokenomics are centered on its “Data-Network Mining” system.
The ROCC token functions solely as a reward and contribution token. Participants earn ROCC
by sharing bandwidth (as exit or relay nodes) and/or disk space. Each user’s contribution is
recorded on-chain, and rewards are distributed fairly in ROCC. Unlike the purely pay-per-use
Orchid or subscription-only VPNs, RaccoonLine blends both: subscribers pay a (fiat or
crypto) fee for service, but node operators earn ROCC. This creates a mutual incentive:
users who subscribe support the network, and operators earn tokens for keeping it running.
By design, ROCC does not confer any debt claim or governance rights — it is strictly a utility
reward token. In terms of tokenomics, RaccoonLine's approach is simpler than Mysterium'’s
or Orchid’s: it avoids complex staking mechanisms and pays out directly for service
rendered. This lowers barriers to entry (no need to pre-stake large amounts), at the cost of
relying on a subscription model to support ROCC flow in network.
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Comparative Analysis of dVPN Platforms
Usability and Ecosystem:

» Sentinel: Provides a suite of tools (SentinelHub, CLI, SDKs) for developers and users.
Multiple independent dVPN apps (e.g. SentinelDVPN, Tachyon integration) have been built
on its framework. However, adoption so far has been driven more by crypto-savvy users;
there is no single branded consumer app. Documentation is comprehensive (whitepaper,
guides) but the ecosystem remains in a growth phase.

» Mysterium: Offers user-friendly clients and node software. Its consumer app
(MysteriumVPN) is available on Windows, Mac, Linux and Android, requiring minimal
configuration. Running a node is similarly easy: Docker scripts or turnkey boxes (Avado,
DAppNode) let anyone set up in minutes. The Mysterium team maintains detailed docs and
developer guides, reflecting its open-source roots. These features make Mysterium relatively
accessible to non-technical users and hobbyists.

* Orchid: Has mobile apps (i0S/Android) and desktop clients, with a clean pay-as-you-go
interface. No subscription or account creation is heeded — users simply fund an Orchid
wallet and connect. The ecosystem is smaller but focused; Orchid’'s web portal also exposes
provider stats and allows topping up funds. Orchid’'s documentation and community are
well-established (audited smart contracts, developer docs), but running a node requires
more crypto knowledge (staking contracts, setting fees).

» RaccoonLine: Emphasizes simplicity. A desktop client for Windows and MacOS and mobile
client for Android and iOS is under development in beta phase. A key usability feature is the
DeVPN router: by plugging in a preconfigured RaccoonLine router box, even non-experts can
instantly secure an entire home network and access files via the integrated cloud NAS. This
all-in-one hardware solution is unique — none of the other platforms bundle VPN with data
storage. On the developer side, RaccoonLine is newer and has less of an ecosystem. It
supports and encurages open beta tests and bug bounty programs participation for an
active engagement of community in development. In summary, RaccoonLine’s user
experience aims to be more turnkey (especially via routers) than purely software-only peers,
trading off the “pay-as-you-go” flexibility of Orchid for the familiarity of subscriptions and
hardware.
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Comparative Analysis of dVPN Platforms

Unique Features — RaccoonLine VPN Strengths:

» Integrated DeVPN Routers & NAS: Unlike Sentinel, Mysterium or Orchid, RaccoonLine offers
dedicated hardware appliances that secure an entire LAN and double as decentralized
storage servers. This holistic approach combines VPN and personal cloud storage in one
device — a unique selling point in the dVPN space.

« Wandering Flow (Dynamic Routes): RaccoonLine’s “traveling data stream” rebuilds the
circuit on every connection. This continuous path randomization adds a layer of anonymity
beyond what static exit nodes provide, potentially making traffic analysis much harder than
in fixed-route systems.

» Performance Optimization: The platform’'s anonymous neighbor-speed assessment
(performance prioritization) seeks to maximize throughput and stability by routing through
high-capacity, reliable nodes first. This is an advanced feature not explicitly advertised by
the others.

 Transparent Rewards: All contributions (bandwidth, storage) are immutably logged on-
chain, and rewards are distributed in ROCC tokens with “transparency and equality”. This
level of auditability in payout (via blockchain) is a clear strength over traditional VPNs and is
comparable to, if not more straightforward than, Orchid’s stake-based system.

» Decentralized File Storage: RaccoonLine natively includes a DFS so users can store files
across the network anonymously. In contrast, the other dVPN projects focus only on traffic
routing; any file storage is left to third-party systems.

» User-Friendly Onboarding: With its subscription model and plug-and-play router,
RaccoonLine lowers the barrier to entry. Users gain full service access by subscribing (much
like buying a plan from a regular VPN), which may feel more familiar than Orchid’s crypto
payments or Mysterium’'s staking model. Meanwhile, nodes earn ROCC simply by sharing
bandwidth/storage — no complex staking required.

In summary, RaccoonLine holds its own against major dVPN projects. All platforms (Sentinel,
Mysterium, Orchid, RaccoonLine) share the core benefits of decentralization, strong encryption,
and token incentives. Where RaccoonLine shines is in its integrated product design: it pairs
VPN protection with home-network hardware and built-in cloud storage, and it incorporates
novel routing strategies for speed and anonymity. These features, along with its transparent
reward token, constitute RaccoonLine's competitive edge in the evolving dVPN market.
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Overview of VPN Usage and Regulation in China

» Government-Approved vs. Unapproved VPNs: Only a few state-sanctioned providers may
offer VPN-like services (mainly for enterprise use). These include major telecoms (China
Telecom, China Mobile, China Unicom) and licensed partners. Domestic companies can
“rent lines” with international gateways under strict regulation. All other VPNs (especially
consumer services) are unapproved and illegal. Officially, individuals may only use
government-approved “leased lines” or corporate VPNs. Unlicensed providers (including
foreign VPN services) are subject to shutdown.

» Regulatory Crackdowns: Authorities regularly purge illegal VPN suppliers. For instance, in
late 2017 a Taobao vendor was sentenced to 5.5 years for selling VPN software. App stores
(Apple, Google) were ordered to delist foreign VPN apps. Reports indicate blocks on
hundreds of services since 2017/. Ahead of major political events, the government intensifies
filtering, reducing speeds of VPN traffic.

» Censorship Techniques: The Great Firewall employs deep packet inspection (DPI) to identify
and block VPN protocol patterns. For example, Tencent developers confirmed in 2023 that
DPI filters VPN TLS handshakes (blocking known SNI server names). Known VPN server IP
addresses are blacklisted, and DNS poisoning redirects or nullifles VPN domain lookups. In
2020 China began actively blocking modern techniques like TLS 1.3/Encrypted-SNI, making
it harder for users to hide VPN endpoints. The result is that standard VPN protocols
(OpenVPN, IPSec, WireGuard) are often detected and throttled.

» Circumvention Methods: Chinese users rely on a variety of workarounds. Many use
obfuscation tools (e.g. Shadowsocks, Obfs4 proxies, TLS tunnels) to mask VPN traffic.
Domain fronting (routing through major CDNs) was popular until it was curtailed. Users
frequently employ dynamic ports, randomized domain names, or specialized censorship-
circumvention apps (like Lantern or Tor bridges). Decentralized VPN apps similarly integrate
such techniques. For example, allow tunneling OpenVPN through Shadowsocks to defeat
DPI. Users also switch among multiple servers or nodes quickly when blocks occur. In
effect, multi-hop routing and node diversity (hallmarks of dVPNs) inherently aid
circumvention: if one exit node is blocked, the network can route through another.
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Overview of VPN Usage and Regulation in China

Timeline of Key Events (2000s-2025): China’s “Great Firewall” has progressively tightened
controls on VPNs. In 2014-2015, official agencies were reorganized to supervise the internet.
By 2017/, regulators announced a nationwide VPN cleanup: MIIT directed ISPs to disallow
personal/unapproved VPN services. In mid-2017, Apple was forced to remove hundreds of VPN
apps from China's App Store. The official ban on unlicensed VPNs took effect in early 2018
(deadline March 31, 2018). Since then, enforcement has intensified: for example, laws require
all telecoms to block non-authorized VPN traffic.

VPN Providers in China: Domestic vs. Foreign

» Domestic Providers: The only legal VPN-like services in China are offered by state-affiliated
entities. Telecom giants and cloud vendors (China Mobile, China Unicom, China Telecom,
Alibaba Cloud, Tencent Cloud, etc.) provide enterprise VPN gateways for Chinese
companies. These comply with Chinese law and generally do not allow access to
uncensored global content. For instance, Alibaba Cloud’s VPN Gateway explicitly permits
only “intra-border” connections (China-to-China) to meet regulatory requirements. Such
services use registered international links but must allow government supervision. In
practice, domestic offerings are oriented to business data connectivity, not to consumer
access of blocked websites.

* Foreign Providers: Western VPN companies (ExpressVPN, NordVPN, etc.) have no official
license. Their apps are banned in China's app stores, forcing Chinese customers to obtain
software via alternative means. Many foreign VPN sites are blocked or redirect to marketing
pages in Hong Kong. Users must often sideload APKs or use overseas accounts. Because
these providers lack a mainland presence, Chinese law enforcement primarily targets local
distributors. In recent years regulators have repeatedly cracked down on illicit VPN
marketplaces (e.g. forcing e-commerce platforms to remove VPN vendors). Despite
prohibitions, demand persists: Black-market VPN subscriptions and private network
deployments (often using rural IPs or shadow networks) continue at low levels.

» Market Share: No foreign VPN is dominant inside China due to legal hurdles. Domestic VPN
“alternatives” (like those bundled with security software) offer limited privacy and must
comply with censorship rules. In essence, Chinese netizens seeking full internet access
have only illegal options (personal VPN apps or decentralized tools), whereas official
providers serve enterprise clients under oversight.

www.raccoonline.com 1
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Decentralized VPNs in China

Decentralized VPN projects (RaccoonLine, Sentinel, Mysterium, Orchid, etc.) face an uphill
battle under Chinese censorship:

» Current Blocking: Early testing suggests most dVPN traffic is detected and blocked similarly
to centralized VPNs. For example, the Mysterium team confirmed that as of 2023 their
mobile app “does not currently work in China” — DPI on the TLS handshake blocks
connections unless further obfuscation is added. In a controlled study, nodes located in
China saw virtually no traffic: a Sentinel node in China logged 0 sessions (while Mysterium
and Tachyon China nodes logged only a few hundred to a couple thousand sessions over
months). By contrast, servers in the US, UK, etc., attracted tens of thousands of sessions
from Chinese clients (using foreign exit nodes). These results indicate the Great Firewall
disrupts decentralized VPN traffic unless special measures are used.

* Protocol Strategies: Some dVPNs are designing features to evade censorship. For instance,
nodes can use WireGuard or TCP port 443 to mimic HTTPS, or integrate Shadowsocks-style
obfuscation. Tachyon's proprietary UDP-based protocol proved somewhat more resilient: in
one test its Chinese node served nearly 2,000 sessions, significantly more than Sentinel
(OpenVPN) in the same environment. Multi-hop routing (offered by Orchid) can also help:
even if a middle relay is blocked, the client can route via alternate paths. In practice, dVPN
clients often incorporate switching among hundreds of exit nodes; frequent rotation means
authorities must chase many IPs.

» Market Entry Tactics: To reach Chinese users, dVPN projects typically distribute apps
outside official channels (e.g. through international app stores, VPN communities, or GitHub
releases). They may localize interfaces (some provide Chinese language clients) and
educate users on sideloading. Partnerships with proxy/VPN aggregators or privacy
advocates could help raise awareness. Technically, RaccoonLine and peers might adopt
proven circumvention libraries (Tor pluggable transports, domain fronting proxies) within
their apps. In short, they combine blockchain-based economics with traditional anti-
censorship tech to penetrate tightly controlled markets.
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Main Features

 Decentralized Network: Raccoonline uses a decentralized network of nodes distributed
throughout the world, which ensures a stable and fast connection without a single point of
failure.

» Decentralized Internet access: network output nodes change with each session, ensuring
user privacy and free access to information.

* Invisible: Racoonline nodes are not tracked by traditional anti-VPN methods.

* Collective reward system (“Network Mining”): sharing their channel with other network
participants, taking part in the network as an output or intermediate node, users receive
rewards according to their contribution to the network. Blockchain is used to save data on
user contributions, which ensures transparency and equality in the distribution of rewards.
The ROCC token is a means of reward and a method of recognizing the user’s contribution
to the network.

» DeVPN Routers: A key feature of the product is its own DeVPN routers, offered as an
additional option for users. These routers provide secure connections to all devices on
your home network, including smartphones, computers, gaming consoles, and smart
devices. The router also functions as a home NAS (local network storage) connected to a
decentralized file system, which gives permanent and independent access to stored files,
through a client application or when logging in to another router.

» Subscription: To access the service, users can subscribe, which gives them full access to
the functionality of the DeVPN service and the ability to use DeVPN routers. The
subscription gives access to a limited amount of space in the decentralized file system, the
size depends on the type of subscription.

» Data Encryption: Raccoonline uses end-to-end encryption to protect user data from illegal
access and eavesdropping. This ensures compl<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>